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The Article is devoted to the enlightenment of the evolution of the role of international
cooperation in the civil aviation cybersecurity within the frameworks of some international
organizations. The history and the key features of such cooperation deepening are addressed.
Due attention is given to the main developmental milestones of cooperation and contributions
of international organizations to this process. Albeit the main United Nations aviation agency
(ICAO) referred to the cybersecurity matter back in 2009, the primary documentary development
in the sphere is the result of an aviation conference held by the American Institute of Aeronautics
and Astronautics. Later on, the International Civil Aviation Organization has stepped in with
plans, strategies, declarations and resolutions adopted on numerous conferences of aviation
and security. Moreover, it takes part in the Industry High-Level Group, which unites five
universal organizations of the civil aviation industry. Having different legal nature and spheres
of influence, they agreed upon the alignment of cooperative actions concerning cyber threats to
this extensively computerized system. In particular, the International Air Transport Association
coordinates global efforts in the detection and assessment of cyberattacks risks. Inits turn, the Civil
Air Navigation Services Organization is an intermediary for industry companies that provides
communication between them and promotes the exchange of relevant information. Regional
organizations keep up with a great job of development of a stable and attacks-resilient global
framework. For instance, the European Union Aviation Safety Agency elaborates on the safe sky
across the territory of the European Union and beyond. Overall, civil aviation cybersecurity is
a sphere of international interaction involving both international and national stakeholders that
take into consideration both legal and technical approaches.
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POJIb MDKHAPOTHMX OPTAHI3ALIIV Y PO3BUTKY MIDKHAPOJIHOTO
CIIIBPOBITHULITBA Y C®EPI KIBEPBE3ITEKM LIMBIJIbHOI ABIALIII

I'onik FOmiss OneriBHa,

acripaHTKa Kadenpm mpasa
€ppomnericbkoro Corosy

(HarrioHasibHUT IOPMAVYHUN YHiBEpCUTET
iMmeHi fIpociiaBa Mynporo,

M. XapkiB, YkpaiHa)

CraTTIO IPUCBSIYE€HO BVCBITJIEHHIO €BOJIIOLNIT poJii MiKHapOHOHOI criBIpari B 3abe3re-
yeHHi KiOepHeTn4YHOI Oe3reKky IMBIIBHOI aBiallii B paMKax IesdKuX MDKHapOOHMX iHCTU-
Tynin. JlocmipkeHo icTOpilo Ta BM3HA4YeHO KIIIOUOBI OCOOJIMBOCTI PO3BUTKY TaKOIO
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caispoOiTHuIITBa. Hastexxny ysary HOpuiileHO OCHOBHMM eTallaM PO3BUTKY CIIiBpOOiT-
HUIITBA I BIUIMBY MDKHapOIHMX OpraHisalliil Ha Iley mpollec. Xo4a roJIOBHa asialliviHa
ycranoBa Opranisanii O0'ennanmx Hamin - MixnapogHa opraHisanis IIVBUIBHOI aBia-
uii (IKAO) - 3BepHysacst 7o MTaHH4 KibepOesnekn B IIMBUIBbHIN aBiail 1mie y 2009 porii,
Ileplire JOKyYMeHTasIbHe pO3pOo0JIeHHs B 11i cpepi cTajia pe3yIbTaToM poOoTI KOHPepeH-
LIi1 3 IMTaHb aBiallil, IKy opraHisyBajla HalliOHaJIbHa yCTaHOBa - AMepVKaHCbKNUI iHCTUTYT
aepoHaBTVKM Ta KocMoHaBTUKM. IlisHimme IKAO yxBairoBasa 1uiaHu, cTparerii, Jekiapa-
1IiT 1 pe30JIoLil Ha UMCIIeHHNX KOH(epeHIlisax 3 asiail Ta Oe3nekn. Bora Oepe axTmBHY
ydacTb y pobori I'ajtyszeBoi rpynu Bucokoro pisHA (Industry High-Level Group), wienamu
AKOI € IT'ATh yYHiBepCaJIbHIMX OpTaHisallivl iHaycTpii 1MBiIbHOL aBiartil. Pi3Hi 3a mpaBoBuM
CTaTycoM i cdeporo BIUIMBY Ha rajy3b, BOHM JOMOBWINMCS IIPO CIIUIBHY IIpOrpaMy IIOro-
JDKEHHSI CHUTBHMX il mofo KibepHeTMUYHMX 3arpo3 il KOMII IOTepU30BaHil CUCTeMi.
3okpema, MixxHapopgHa acomiartist mosiTpssHOTO TpaHcopTy (IATA) KoopamHye robanbHi
3yCWUIS aBiaKOMIIAHIV i3 BUSIBJIEHHs 71 OLIiHIOBaHHS pU3MKY KiOepartak. L{uBisibHa oprami-
3ar1is aepoHasiramninHoro obciyrosyBaHHs (CANSO) 3i cBoro 00Ky € IocepeHMKOM IS
rajTy3eBUX KOMIIaHil, 3a0e3medyioun 3B'S130K MK HMMM 71 OOMIH pejieBaHTHOIO iHQoOp-
Mariero. OnHak perioHasIbHi opraHisallil IpOBOAATh He MEHIITY 3a OOCSrOM i 3HaueHHSIM
poboTy 3 po30ymoBM cTabLIILHOI Ta CTIVIKOI O aTaK I7100aIbHOT crcTeMM IIMBUIBHOL aBiarli,
HIDX yHiBepcasibHi. Tak, AreHrris asiariniHol Oesrexku €pporericbkoro Coro3y OmiKyeThbCs
NUTaHHAMM Oe3ledHoro HeOa Ha TepuTopii €Bponericbkoro Coro3y Ta 3a VMOro MeXKaMil.
Orxe, kibepHeTnuHa Oe3reKka HMBUILHOI aBiallii — Ta cdpepa Mi>KHapOIHOI B3a€EMOIIl, y AKi
BaKJIVIBI BHECKM K MDKHapOAHMX, TaK 1 HalllOHaJIbHVIX YCTaHOB, KOTPi BPaxOBYIOTb IO3M-
1il IK IIPaBOBOIO, TaK 1 TEXHIYHOI'O XapaKTepy.

Kotro4uoBi cy1oBa: 11BiTbHA aBialtis, KibepOesneka, KibepOe3sreka IIMBUTHHOI aBiartii, Mix-
HapOJIHe CITiIBPOOITHUIITBO, Mi>KHaPOTHO-ITPaBOBe CIIiBPOOITHUIITBO, €BOJTIOIiSI MEXaHi3MiB
CIiBpOOITHMIITBA.

Civil aviation is a global, borderless, extensively computerized industry. The scope
of computer systems maintaining the lines of supply in the aviation industry embraces air
navigation systems, onboard aircraft control and communication systems, airport ground
systems, flight information systems, etc. In the environment heavily reliant on digitalization,
potential insecurities are at the highest point. Cybersecurity of airport and aircraft operations
is aviation cybersecurity.

To address issues of civil aviation comprehensively and coherently, stakeholders
of different levels (global, regional, national) should work together and develop a stable
and attacks-resilient global framework. The cooperation aims for prevention, detection,
removal and recovery from the attacks on the aviation networks [1, p. 3] and takes various
forms: running joint projects, organization of professional fora, common strategies drafting
and implementation control.

For the expansive view on the issue of civil aviation cybersecurity, in this Article we are
referring to international cooperation in any form regardless of its parties and their status.
Mainly, international cooperation in the sphere of civil aviation cybersecurity takes place
under the auspices of international intergovernmental organizations concerned with civil
aviation matters. Nevertheless, other organizations, agencies and companies also contribute
to the enhancement of the level of cybersecurity protection through the development
of intergovernmental and intercorporate relations. It is “a cohesive interest” of the multitude
of disparate stakeholders within the aviation ecosystem to ensure continuous operation
of thecybersecurity strategy and framework. The problem of one stakeholder may havespillover
effects on the industry. Thus, cyber-risk governance should be collective and coordinative.
Reflecting the part that the level of threat sophistication is rapidly growing.
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Attention to the issues is growing and researchers focus on different aspects of it:
international aviation law (R. Abeyratne, R.Bartsch, M. Pearson, D. Riley), general security
of flights (N.V. Zhmur), cybersecurity (A.V.Paziuk, D.V.Dubov, M.N. Schmitt), cybersecurity
in civil aviation (E. Papadopoulos, E. Sils). Nevertheless, science lacks comprehensive
research on cooperation in the sphere of civil aviation cybersecurity.

Keeping up with the history of the deepening of collaboration between civil aviation
stakeholders, we are going to focus on the main achievements regarding cybersecurity
issues of some international organizations.

The International Civil Aviation Organization (hereinafter - ICAQO) laid the foundation
stone in 2009 and amended Annex 17 relating to security with the relevant provision on
civil aviation cybersecurity in 2012. Nevertheless, the first document on the matter was
approved in 2013 under the auspices of a national. The American Institute of Aeronautics
and Astronautics (AIAA) held the AVIATION 2013 conference, that resulted in a roadmap
for the global aviation cybersecurity framework - “The Connectivity Challenge: Protecting
Critical Assets in a Networked World: a Framework for Aviation Cybersecurity”.
It encompassed steps for cybersecurity governance that later were upheld and upgraded
by others. Moreover, it underlined “a shared responsibility, involving governments,
airlines, airports, and manufacturers” of resisting cyber threats [2]. Thus, these stakeholders
should collaborate and build industry resilience by the establishment of common cyber
standards and culture for aviation systems, work on the common understanding of threats
and risks, communication of the threats and assurance situational awareness, provision
of incident response, strengthening of the defensive system, conduct of necessary research
and development.

ICAO as a universal organization specializing in aviation has a great value for
the encouragement of collaboration among the civil aviation industry stakeholders. Hence,
it simultaneously serves as both one of the biggest fora and the most influential stakeholders.

Theissue of cyber threats stood in the spotlight of ICAO’s attentionin2009. Atthe Twentieth
Meeting of the ICAO Aviation Security Panel (hereinafter - the AVSEC Panel), the European
Civil Aviation Conference underlined the vulnerability of civil aviation cybersecurity.
The Panel considered the amendment of Annex 17 (a compilation of the Standards
and Recommended Practices (SARPs) concerning aviation security) with the relevant
provisions [3, p. 19]. Later on, alike issues were raised and addressed in September 2012 (the
ICAO High-level Conference on Aviation Security), October 2012 (the 12th ICAO Air
Navigation Conference) until Annex 17 was amended by a new Recommended Practice.
Albeit Rule 4.9 of Annex 17 (concerning Security Standards) refers to preventive security
measures in the sphere of cybersecurity, it does not contain the term “cybersecurity”.
Itfocuses on the national states” obligation to develop appropriate measures for the protection
of civil aviation information and communication technology systems. Thus, this provision
lacks interstate collaboration.

In September 2013, the ICAO Secretary General initiated the creation of the Industry
High-Level Group (hereinafter - the IHLG). It is an informal group uniting the Heads
of five universal civil aviation industry organizations: ICAO, the Airports Council
International (ACI), the Civil Air Navigation Services Organization (hereinafter - CANSO),
the International Air Transport Association (hereinafter - IATA) and the International
Coordinating Council of Aerospace Industries Associations (ICCAIA). Since December 5,
2014, these organizations have a common roadmap for the alignment of cooperative actions
concerning cyber threats - the Civil Aviation Cybersecurity Plan. It recalls and upgrades
the roadmap suggested earlier. Albeit being concrete, this Plan is neither legally binding nor
actions restricting upon members for participation in other efforts aiming at the protection
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of civil aviation. Moreover, flexibility is the principle of this cooperation. Various steps
(short-, mid- and long term) encompass joint work, information sharing, public promotion
[4, p. 3-5].

In September-October 2016 (during the 39th session), the ICAO Assembly addressed
civil aviation cybersecurity matters and called upon states and industry to work on it
extensively in a coordinated manner (Resolution A39-19 “Addressing Cybersecurity in
Civil Aviation”). Recommendations provided recall the ideas submitted in the IHLG Civil
Aviation Cybersecurity Action Plan [5, p. VII-23].

In April 2017, ICAO organized an inaugural Cyber Summit and Exhibition civil aviation
cybersecurity in Dubai, United Arab Emirates. Paragraph 3 of the Dubai Declaration on
cybersecurityincivilaviationemphasizesthecrucial (sinequanon)characterofthe”collaboration
and exchange between states and other stakeholders” for the “development of an effective
and coordinated global framework” [6].

Meanwhile, the Global Aviation Security Plan (GASeP) adopted in November
2017 superseded the ICAO Comprehensive Aviation Security Strategy agreed upon in
2011. Cooperation is both the separate goal and the underlying principle of GASeP priority
outcomes. Moreover, the Global Air Navigation Plan 2016-2030 (GANP) emphasizes
the importance of strong cybersecurity for global aviation information management
[7, p- 113].

In March 2018, the ICAO Council adopted Amendment 16 to Annex 17 suggested by
the 2017 AVSEC Panel. It has not only changed the 4.9.1. Standard, but also suggested
a recommendation 4.9.2. Still, cooperation is not directly stated but rather implied. They are
applicable from 16 November 2018.

In May 2018, ICAO Europe, Middle East and Africa held a summit on Cybersecurity
in Civil Aviation in Bucharest, Romania. In the Bucharest communique, cross-disciplinary
cooperation is a crucial element for the addressing of cyber challenges in the aviation
industry.

Finally, ICAO Assembly Resolution A40-10 (October 2019) “Addressing Cybersecurity
in Civil Aviation” contains the encouragement upon states and industry stakeholders to
implement the adopted ICAO Cybersecurity Strategy.

Among the seven pillars forming the basis of the Strategy, international cooperation comes
first. It suggests ICAQO serve as a forum for states, international organizations and industry
representatives to effectively address international civil aviation cybersecurity through
discussions, summits, exhibitions, workshops, etc. However, it would be wrong to state
that only the first pillar of the Strategy encompasses international cooperation. Some others
also contain elements supposing an active interaction between states. In particular, such
stipulations are implied within paragraphs 2.2 and 2.3 (Governance), 3.4 (Effective legislation
and regulation), 5.2 (Information sharing), 6.2 (Incident management and emergency
planning) [8].

It is worth noting that states are primary subjects of the Strategy. “Industry stakeholders”
come up in the “Governance” part only in the context of the need for coordination
channels to be established (Paragraph 2.2). “Industry” is mentioned in the “International
Cooperation”, “Effective Legislation and Regulation” and “Capacity Building, Training
and Cybersecurity Culture”. However, the call for action in Resolution A40-10 addresses
both states and industry stakeholders.

Therefore, the International Civil Aviation Organization worksactively on theinternational
cooperation extension through establishing working groups, adopting relevant provisions,
organizing international events and serving as a platform for the interaction of states,
organizations and other stakeholders involved in the sphere.
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One of such stakeholders is the International Air Transport Association (IATA) that
serves the needs of airlines. It assists in the development of effective cybersecurity strategies
and drives “coordination of global efforts to address cyber threats to aviation” [9]. IATA
elaborates on cybersecurity issues through identification and evaluationrisk of a cyber-attack,
defining information-sharing mechanisms and advocating for regulations and cooperation
in the industry.

Onthe Civil Aviation Cyber Security ConferenceinSingaporeheld on8July 2015 (organized
by Singapore in partnership with ICAO and IATA), IATA’s Director General and CEO Tony
Tyler emphasized two opportunities for the efficient address of cyber threats: a governmental
partnership with the private sector and stakeholders’ collaboration. As regards the latter, it
is based on the exchange of operational and air traffic information [10].

Another important contributor to aviation security is the Civil Air Navigation Services
Organization (CANSO). It organizes international events that foster professional dialogue:
annual World air traffic management (hereinafter - ATM) congresses, regional conferences,
symposiums, summits, ATM weeks and gala-dinners, workgroup meetings, workshops.

It also produced CANSO Cyber Security and Risk Assessment Guide (2014) encouraging
close multi-stakeholder cooperation within and outside the organisation through large-scale
information sharing and industry collaboration. Interaction between stakeholders is a key
component of each of the four-tier cybersecurity maturity system (partial, risk-informed,
repeatable and adaptive) [11, p. 18-23].

In parallel, the alike job has been done on a regional level. In 2013, the European
Commission (an institution of the European Union) listed cyber-attacks on civil aviation
among risks that should be addressed by civil aviation security [12, p. 5].

Agency responsible for civil aviation issues within the EU is the European Union Aviation
Safety Agency (hereinafter - EASA). It serves the safe air travel maintenance in Europe,
works on the establishment, development of and compliance with safety and security
standards within the borders of the European Union.

In 2016, it defined elaboration on a roadmap to address cybersecurity threats with
the European Commission, EU Member States and industry as one of its key actions (Action
numbers SPT.071 - Safety Promotion, RMT.0648 - Rulemaking) in the European Aviation
Safety Plan 2016-2020 [13, p. 4]. Besides, EASA included international cooperation in
the produced “Bucharest Declaration on high-level efforts in civil aviation cybersecurity”
(November 2016). It represents the coordinated European approach and focuses on
information sharing, reporting, internationally harmonized regulations, risk assessments,
promotion, knowledge and foresight.

Moreover, EASA and the Computer Emergency Response Team of the EU Institutions
(the CERT-EU) established the European Centre for Cyber Security in Aviation
(hereinafter - the ECCSA; Action number SPT.072) [13, p. 43]). It covers the full spectrum
of aviation consultation services.

In 2018, new tasks were introduced: drafting of regulation for cybersecurity risks (Action
number RMT.0720) [14, p. 58] and aeronautical vulnerabilities database development
(Action number RES.012 - Research) [14, p. 59].

InSeptember2019, thefirstissue of the Strategy for Cybersecurity in Aviation was published
under the auspices of the European Strategic Coordination Platform (representatives
of the European Commission, relevant European agencies and organizations, Member States,
industry associations and worldwide regulatory partners and military organizations took
part in drafting) [15, p. 70]. It is built upon ICAO Resolution A39-19 and mindful of the need
to be reviewed according to Resolution A40-10 (as it has been adopted shortly before
the 40th Session of ICAO) [16, p. 1]. The Strategy reveals challenges aviation cybersecurity is
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facing, exposes identified gaps and difficulties for both civil and military spheres. It accepts
the need for the required changes to support cooperation and information sharing [16, p. 4].

Not only states are engaged in civil aviation cybersecurity matters in the EU, but
also aviation experts and various corporate elements [17]. Due to the interdependence
of stakeholders, eligible organizations and actors are invited to become active players
of the information-sharing network and the ECCSA.

As of the practical aspects of cooperation, the EU provides training for cybersecurity
professionals. For instance, in 2018 the Cyber Europe training was devoted to aviation
matters. In general, moot incidents let stakeholders not only be aware of the latest cyber
threats but also help to elaborate on up-to-date legislative base.

Thus, with the particular character of international cooperation in the field of civil
aviation cybersecurity, institutional mechanisms possess an unprecedented variety
of the parties involved in the process. Moreover, international cooperation between
various stakeholders is the sine qua non for the effective functioning of the global civil
aviation cybersecurity framework. It is constantly being reaffirmed by international
documents (Dubai Declaration, Bucharest Communique, the IHLG Civil Aviation
Cybersecurity Action Plan, the ICAO Cybersecurity Strategy, the European Strategy for
Cybersecurity in Aviation) and official positions of the stakeholders (states - Belgium,
France, the United Kingdom, Romania; organizations - ICAO, IATA, CANSO; companies -
Boeing, AIRBUS).

Being realised through different mechanisms, cooperation in the civil aviation industry is
gaining momentum nowadays. Such mechanisms are working groups within international
organizations (ICAO, EASA), international events putting together representatives
of aviation and cybersecurity spheres from different circles (governmental, business,
technical, etc.) - summits, workshops, conferences. Ways to cooperate do vary significantly:
from the formulation of the common language to mutual cultural exchange between aviation
and cultural industries.

In addition, the character of the industry requires a wide involvement of different
contributors. Apart from traditional international law approaches, not only states
and international intergovernmental organizations have a considerable impact on the process
of addressing cyber risks, but also non-governmental organizations, companies and groups
of experts.
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